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1- (U) SUMMARY R ACTION REQUESTED. THIS MESSAGE
REQUESTS POSTS TO PROVIDE INFORtlATION BY JULY 23 ON HOST
GOVERNMENT LAWS AND POLICIES REGARDING ENCRYPTION AS A
KEY INPUT TO THE ON-GOING NSC STUDY OF USG POLICY ON
COtlMERCIAL ENCRYPTION- QUESTIONS FOR RELEVANT HOST
GOVERNtlENT OFFICIALS ARE IN PARA 4 BELOW BACKGROUND FOR
POSTS' INFORtlATION ON THE ISSUE IS IN PARAS 5-9- END
SUMMARY.

4 ~ (U) THE FOLLOWING ARE KEY QUESTIONS:

A ~ REACTION TO THE CLIPPER PROPOSAL

TO IdHAT EXTENT HAS THE CLIPPER PROPOSAL BEEN DI'SCUSSED AT
VARIOUS LEVELS OF THE FOREIGN GOVERNMENT~ OR WITHIN
INDUSTRYF

ARE CLIPPER DEVICES LIKELY TO BE PERMITTED FOR
IMPORTATION AND USE IN THE HOST COUNTRYF IF SO WOULD
THERE BE MUCH Of A DEMAND FOR CLIPPER DEVICESF WOULD THE



HOST COUNTRY DEf1AND JOINT KEY HOLDINGS OR EXCLUSIVE
RIGHTS TO CLIPPER KEYS('

IS THE CLIPPER PROPOSAL LIKELY TO STII1ULATE BROADER USE
OF AN INDIGENOUSLY DEVELOPED ENCRYPTION TECHNOLOGY'

B GENERAL POLICY ON PUBLIC ENCRYPTION

IS INDUSTRY' GOVERNttENTs OR THE PUBLIC CONCERNED ABOUT
CURRENT LACK OF COtitlUNICATIONS SECURITYF

hlHAT LAWS OR REGULATIONS CONTROL ENCRYPTION (SOFThlARE OR
HARDhlARE) FOR CIVILIAN USERS HOhl ARE THEY ENFORCEDF hlHAT

STANDARDS OR SYSTEt(Si If ANY' ARE UNDER CURRENT
DISCUSSION FOR COI1tlUNICATIONS SECURITYF

HOld MIGHT CURRENT POLICIES CHANGE ~ IF hlIDESPREAD
COtittUNICATIONS ENCRYPTION IS II1PLEtlENTED IN THE USF IS
THERE A POSSIBILITY Of A CRYPTOGRAPHY RACE F hlHAT
CONCERNS ARE THERE OVER THE NEED TO ESTABLISH
INTERNATIONAL SECURE COttt(UNICATIONS STANDARDSF

C. ECONOttIC/TRADE ISSUES

hlHAT IS THE CURRENT AND F'UTURE t1ARKET IN THE HOST COUNTRY
FOR SECURE CIVILIAN COt1I1UNICATIONS SERVICESF hlHAT ItlPORT
AND EXPORT REGULATIONS EXIST CONCERNING SECURE
COI1tiUNICATIONS SYSTEtiSF

UHAT ARE I Y'S PLANS FOR t(ARKETING S RE
COI1 NICATIONS DEVIC Y SEE AS THE LARGEST

NCRYPTION (BOTH GEOGRAPHIC AND APPLICATIONS
AREAS)l'

END QUESTIONS-

(U) PUBLIC ENCRYPTION t(ANAGEttENT: BACKGROUND

5- (U) NEhl DEVELOPtlENTS IN TELECOI1I1UNICATIONS HOLD
GREAT PROtiISE F' OR THE AI1ERICAN ECONOHY--ITS PRODUCTIVITY
AND GLOBAL COtlPETITIVENESS BUT THEY ALSO POSE RISKS TO
THE U. S- GOVERNt(ENT'S ABILITY TO ENFORCE LAWS AND PROTECT
NATIONAL SECURITY ~ SPECIFICALLY~ A hlAVE OF NEW i
INEXPENSIVE' CON(1ERCIALLY AVAILABLE ENCRYPTION PRODUCTS
FOR tiASS TELECOtll1UNICATIONS HAS CAUSED THE
ADttINISTRATIONi hlITH SO(1E URGENCY i TO SEEK NEW hlAYS TO
ACCOtittODATE THE GOVERNliENT S INTERESTS IN PRIVACY'
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PRODUCTIVITY COMPETITIVENESS LAhl ENfORCEMENT AND

NATIONAL SECURITY IN APRIL THE PRESIDENT DIRECTED THAT
A THOROUGH STUDY Of BROAD TELECOMMUNICATIONS AND

ENCRYPTION ISSUES BE COt1PLETED FOR THE PURPOSE OF
DETERMINING THE LEAST BURDENSOME AND MOST EFFECTIVE
METHODS OF tlAINTAINING OUR CURRENT CAPABILITIES TO
CONDUCT LEGALLY-AUTHORIZED AND EFFECTIVE COMMUNICATIONS
INTERCEPTS AND TO CONTROL ENCRYPTION EXPORTS.

6 ~ (U) THE US 60VERNt1ENT RECENTLY DEVELOPED A

MICROCIRCUIT (OFTEN REfERRED TO AS THE CLIPPER CHIP" )
hlHICH IS PROPOSED FOR hlIDESPREAD USE IN CIVILIAN SECURE
COMMUNICATIONS~ INCLUDING CELLULAR TELEPHONES' FAX' AND

COtlPUTER DATA LINKS THE CLIPPER CHIP NOT ONLY PROVIDES
PRIVACY THROUGH ENCRYPTION THAT IS SUBSTANTIALLY MORE
ROBUST THAN THE CURRENT GOVERNMENT STANDARD BUT ALSO
PERtlITS ESCttOldING OF THE KEYS NEEDED TO UNLOCK THE
ENCRYPTION - THE SYSTEtl fOR THE ESCROWIN6 Of KEYS IdILL
ALLOhl THEiGOVERNtiENT TO 6AIN ACCESS TO ENCRYPTED

INFORMATION
ONLY IdITH APPROPRIATE LEGAL AUTHORIZATION. Q844-

7. (U) THE CLIPPER PROPOSAL HAS GENERATED AN ACTIVE AND
PUBLIC DIALOGUE AMONG US CIVIL LIBERTARIAN GROUPS'
INDUSTRY REPRESENTATIVES AND THE GOVERNMENTS THE
COMMERCIAL SECTOR IS PRItlARILY CONCERNED ABOUT INDUSTRIAL
ESPIONAGE AND THE VULNERABILITY OF US BUSINESS
COMMUNICATIONS~ PARTICULARLY OVERSEAS.
TELECOMMUNICATIONS AND SOFThlARE COtlPANIES ARE CONCERNED
THAT THE PROPOSAL tlIGHT JEOPARDIZE THE POTENTIAL tlULTI-
BILLION DOLLAR EXPORT MARKET FOR US-tlANUFACTURED SECURE
COtltlUNICATIONS Ed)UIPMENT. hlITHIN THE GOVERNMENTS LAhl
ENfORCEMENT AGENCIES ARE CONCERNED ABOUT THE POTENTIAE
LOSS OF THEIR ABILITY TO EXECUTE LEGALLY-AUTHORIZED
hlIRETAPS~ FOR EXAMPLES TO COUNTER INTERNATIONAL NARCOTICS
T A E ~

9 (U) ALTHOUGH WE KNOW THAT A NUMBER OF COUNTRIES
TODAY HAVE VARYING REGULATIONS WITH REGARD TO THE IMPORT
EXPORTS AND USE OF ENCRYPTED COtlMUNICATIONS (REFTEL), WE
KNOW VERY LITTLE ABOUT FOREIGN GOVERNMENT AND INDUSTRY
PLANS TO DEAL SPECIFICALLY hlITH THE CLIPPER PROPOSAL AND
t10RE GENERALLY~ hlITH ADVANCING ENCRYPTION TECHNOLOGIES.



THE US GOVERNMENT HAS LARGE EQUITIES AT STAKEi AND
ACCURATE ASSESSMENTS OF CURRENT AND FUTURE fOREIGN SECURE
COMMUNICATIONS POLICIES ARE NEEDED AS A VITAL INPUT TO
THE IMPORTANT POLICY REVIEbl STILL UNDERhlAY.
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